Abstract-The paper proposes a digital circuit design for the logistic-map module used in chaotic stream ciphers, analyzes the factors that may affect the output of the sequences, and develops a calculation method for estimating the output sequential correlative peak interval. With the respective tests using different initial values, the values of parameter u and the computational precisions, extensive experiments have been carried out. A formula for calculating correlative peak interval is proposed. Moreover, the relationships among precision, parameter u and correlative peak interval is provided. To ensure the security of the plaintext which is encrypted by the output sequence of the logistic-map, a proper precision could be chosen according to the formula. It provides a theoretic basis for the actual application of the chaos cryptology. The basic theory and methods have a significant implication on the statistical analysis and practical applications of the digital chaotic sequences. A diagram that presents the relationship among precision, parameter u and correlative peak interval has been generated for analysis.
I. INTRODUCTION
Chaos theory has been studied extensively for many years, that the analysis of chaotic characteristics and practical applications has significant meaning in the research of chaos [1, 2] . Chaos has many prominent features, such as the output of the system is sensitive depended on the initial conditions; the output of the system has the feature of long-term unpredictability; the orbit is irregularity; the output of the system has random-like behaviors. Since the properties of the chaos are desirable by cryptographic applications, more attention has been paid on the research of cryptography with chaos. Chaos theory has had many applications on the cryptography, such as encrypting still image with chaotic maps; generating pseudorandom sequences with chaotic sequences instead of the conventional m-sequences; using chaotic maps as key generators in ciphers design. Particularly, stream cipher based on chaotic maps can solve some difficult problems in nonlinear sequential cipher [3,4. Consequently it provides a new approach for information security application by increasing the complexity of deciphering.
Chaotic stream ciphers are desirable for encryption devices and secure communication systems. However, when a chaotic device or system is realized by a computer which the precision is finite, the resultant discrete dynamics are different from that of the original analog system. Although there are some methods that can be used to improve the quality of the discredited chaotic systems, such as small-perturbation algorithms or multiple cascading chaotic systems [5, 6] , the finite precision of the computer is the main problem in application of chaos. Therefore it is difficult to set up an output sequence mathematical model which restricts the application of chaos. With the improvement of computational accuracy and operational speed of large-scale integrated circuits, the intrinsic degenerating phenomena of various chaotic characteristics can be studied more precisely which may promote the applications of chaos theory, especially in cryptography and secure communications [7, 8] .
II. CHAOS THEORY
Bifurcation chart is a description of state variant based on parameter space. In the bifurcation chart, the range of chaotic parameter the process of bifurcation and the period window are very clear. The general form of me to itself mapping is:
:
f I → I is the differentiable function ， μ is a parameter。If from a certain initial value, the value of n x state repeats infinite cycle among states, and then (2) is a periodic orbit. If the period is 1, it means it is a fixed point.
(
According to the method of linear stability, the conditions for stable periodic orbits is 1 ( , ) 1
and the periodic orbit is called super-stable. p We discuss the bifurcation chart with the example of logistic map. Logistic map is defined as [9] : 
Consequently, the stability of fixed points depends on the parameters μ .From the behavior of iterative equation (4), it relies on the steepness of the parabola sensitively which has the same meaning with nonlinearity.
Therefore, when the parameter μ becomes larger from zero, the iterative process (4) has different dynamic behavior [10] Nonlinear equations change the topology structure of system trajectory through the above dynamic behavior which will cause the overall shape of the system changes suddenly and produce the phenomenon of bifurcation [13] . This is a necessary process of the generation of chaos, and it is also the source that chaos fits cryptographic properties. Therefore, it has become a new trend of cryptography to design new cryptogram program based on chaotic systems. With the large scale application of integrated circuit in the chaotic encryption, we need a uniform standard to evaluate the models of digital chaotic system which still has the characteristic of randomness [14] . Through the study we found that although the application of chaos cannot fully rely on its features, it couldn't separate its properties from the equation, such as: correlation function, bifurcation maps. Consequently, we try to construct chaotic and design the characteristics of chaotic bifurcation with FPGA hardware platform design. Thus, the method of digital chaos has been proposed, which will test our security systems and play an important role in promoting the application of chaos [15] .
Ⅲ. CIRCUIT DESIGN FOR LOGISTIC PSEUDORANDOM SEQUENCES
The signal also has the statistical property of the correlation that the interval between the relevant peak value is equivalent and the interval is usually unpredictable. Although there is correlation, as the interval between the peak value is large and the circuit is simple which is suitable for integrated circuit design, it still has practical value in some encryption occasions [16] . In this paper, we will define the correlative feature of the digital chaotic sequence which is the equivalent interval between the peak value as the correlative peak interval. The estimate of correlative peak interval is an important parameter during the research of the chaotic application. The correlative peak interval of the simple one-dimensional logistic chaotic sequence is researched in this paper.
The well-known logistic map is (4), if the chaotic logistic map is used in a cryptosystem; we have to ensure the output sequence is pseudorandom. To ensure the logistic map in the region of chaos, the key parameter u has to be chosen exactly.
The circuit design diagram of the new method is shown as Figure 2 ，the theory of schematic circuit could be seen from [17, 18] , which has many modules, such as operational amplifier (for u), adder, multiplier, and delay units. It can generate modulated chaotic output sequences via control-shifting and extraction. A 128-bit data sequence goes through a data processor which is as the initial key .The selector controls the selection. If the SEL is 1, then pass the initial value; else if the SEL is 0, RES is 0 and EN is 1, then generate a logistic-map output by repeated iterations. After the circuit design of logistic chaotic equation which is based on FPGA [19] , we get the output of the simulation that is shown as Figure 3 . It could see that when the control signals RES、SEL、EN are valid, a total of 128 initial key signal which is from Input1 to Input8 will generate the output signal of the chaotic sequence. After a large number of auto-correlation tests, the result indicates that there is periodic interval between the peak value of the sequence which is shown as Figure 4 . The correlation peak with the same interval and the interval is usually unpredictable. This paper carries out the theoretical analysis and calculation on the correlative peak interval. Simulation output sequences of the logistic map As a key sequence generator, we must first consider the selection of the initial key. Through the experiment test and analysis, we can see that the statistical characteristics of the output sequence are affected by the computing accuracy, equation parameters and initial values [20] . As the computing precision in the system is extremely limited and precision is the main reason for degradation of chaotic dynamics, it is not suitable as the key input in chaotic encryption algorithm. According to the research of chaotic dynamics, when μ is in the interval of [3.5699456, 4] , Logistic map is in the chaotic state and the output sequence is non-periodic and non-convergent. However, it can be seen from Lyapunov index curve that the interval is not always in chaos state, and when μ =4, the map is a full shot in the unit interval [0, l] that the chaotic sequence has the characteristic of periodicity. Therefore μ can not be the initial key input of chaotic encryption .When the initial value has a tiny deviation, the orbit will separate with exponential speed. So it is impossible to have a long-term prediction on the Behavior of the system. Just as the chaotic system is sensitive with the initial value, when the chaotic system is assigned with different initial value, we can get a series different and not related chaotic sequence. Therefore, we choose the initial value of chaotic systems as the chaotic key input. × a fixed computational precision, the parameter u is changed. If the parameter u is fixed, the correlative peak interval will change according to the change of computational precision. The change of the correlative peak interval is nonlinear and irregular. In practical applications, the parameter u and the precision are fixed according to the requirements. An example of a cyclic period curve versus the precision is shown as Figure 5 . The parameter u is fixed which is equal to 3.617. Using the least-squares method for curve fitting can determine a formula, i.e. a fitting model, f(x). For the original data shown in Figure 5 , for instance, one may construct an exponential fitting model, a piecewise fitting model, or a polynomial fitting model. For the first model, the iterated value of the exponent diverges; for the second model, piecewise fitting is often inconvenient to use as a mathematical model (for example, if the test data are divided into two parts then the simulation results are as shown in Figure 6 , therefore, the polynomial fitting model is chosen in this investigation. Linear, quadratic, cubic and quartic polynomial fitting have been performed and compared, which is shown as Figure 7 . It is clear that the quartic fitting gets the best result in approximating the test data. Therefore the quartic fitting model is chosen as: 2 3 ( ) f x a bx cx dx ex = + + + +
All the parameters of that equation can be ensured by the least square method. 
To make 
After the readjustment of formula (8) 
It can be certified that the coefficient matrix of equations (10) is a symmetric positive definite matrix, so it exists a unique solution. According to the test data, Matlab program is used to derive the coefficients. The approximate formula is 2 3 ( ) 558900 103800 69280 1977
Generally, the accurate of the fitting depends on the polynomial degree. But if the polynomial degree is too high, it requires increasing calculations and causes severer oscillations at the two ends of the resultant curve.
The parameter u of correlative peak interval formula chosen to the test data is equal to 3.617. To verify its generality, 8 different values of u have been tested and analyzed. The precision-u-correlative peak interval diagram is shown as Figure 8 . 4 From this figure, we can see that if the parameter u is in the chaotic regions and the computational accuracy is higher than 35 the logistic map has a long-correlative peak interval. Therefore a good parameter region can obtain long-correlative peak interval, which is desirable by many cryptographic applications. Figure 8 .
Diagram of precision-u-correlative peak interval
The chaotic sequence is non-cycle theoretically, but under the situation of finite precision and approximation computing, chaotic sequence will become a cycle sequence. Another more easily observed phenomenon is that after discretization chaos has strong correlation, which has a greater threat to the period and will directly affects the confidential strength.
With the relationship between the correlative peak interval and the computational precision, we could get some long periods sequences within the available limited hardware and computing resources. A suitable parameter u, precisions and correlative peak interval can effectively generate pseudorandom output sequences, which is acceptable by encryption devices and secure communication systems.
Ⅴ. SUMMARY
This paper has implemented and analyzed a new design of a logistic-map module by calculating its Lyapunov exponent to determine the suitable regions of the chaotic parameter u. With the respective tests using different initial values, the values of parameter u and the computational precisions, extensive experiments have been carried out. The correlative peak interval has also been tested and analyzed with a fixed initial value, alterative parameter u, and different precisions. An approximate formula for calculating the correlative peak interval is provided. Some conditions for correlative peak interval affected by the chaotic sequences are also derived. Moreover, through fitting the relation between the correlative peak interval and the computational precisions, it is possible to define the best regions for both correlative peak interval and precisions in the design of key sequence generators based on FPGA. Finally, a diagram that presents the relationship among precision, parameter u and correlative peak interval has been generated for analysis. The basic theory and methods have a significant implication on the statistical analysis and practical applications of the digital chaotic sequences.
